Appendix I 
Scenario Forms for Section 4

Attachment 1
	Undesired Events



	Security 

Event Type
	What if Questions / Threats

	Loss of Containment
	· External adversary sets explosives at tank resulting in release

· Internal Adversary (Internal) opens valve tank or sets explosives
· Adversary attacks flammable storage or with a vehicle
· Adversary uses a rifle or RPG fired from off site to breach a tank

	Theft or misuse
	· Intruders remove containers of toxic  or WMD chemicals from site

· Computer hacker breaches administrative LAN from outside location and diverts a truck of toxic chemicals or WMDs to an unauthorized user

· A contractor/employee with inadequate background screening assists outside group in stealing toxic chemicals.
· Truck is used to steal chemicals to cause damage outside the facility

	Contamination or spoilage of products to cause harm
	· Disgruntled employee introduces activator into monomer stored in drums or bulk
· Adversary contaminates solvents destined for critical service applications  

	Degradation of assets, infrastructure, or business function
	· Activists organize protests to block access to plant  and railroad gates 

· Adversaries disrupt electrical utilities or process water resulting in plant shutdown
· Delivery vehicle is used to conceal an explosive device 

· Adversary breaches fence and uses a company vehicle to ram a storage tank
· Adjacent facility is attacked to cause damage on site
· Rail car is used to conceal an explosive device and explode inside the facility
· Electrical substation, water supply or incoming power is accessed or disrupted




Appendix I Scenario Worksheet Form
Attachment 2
	Section 4: Vulnerability Analysis

	Facility Name:
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	Threat
	Undesired Event
	CONSEQUENCES
	EXISTING COUNTERMEASURES
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Center for Chemical Process Safety’s, “Guidelines for Analyzing and Managing the Security Vulnerabilities of Fixed Chemical Sites”, AIChE 2002, page 190.
Appendix I Scenario Worksheet Form – Examples
Attachment 3
	Section 4: Vulnerability Analysis

	Facility Name:
	
	Date
	
	Sheet


	1 of

	

	Asset:
	
	
	
	
	

	TYPE OF ACT
	Threat
	Undesired Event
	CONSEQUENCES
	EXISTING COUNTERMEASURES
	Risk Rank
	IMPROVED COUNTERMEASURES
	Revised

Risk

	Loss of Containment
	Terrorist
	Vehicle with crashed the main gate and rams a storage tank causing an explosion
	Complete loss of contents;  major release of ______ resulting in facility injuries and community exposure     
	-Random Vehicle search
-Vehicle gate  and site fencing

-Decontamination supplies immediately available
	12
	-Jersey barriers installed to prevent direct vehicle line to the tanks
-reinforce gate to prevent access by ramming

-Revise tank labels to make it more difficult for non responders to ID tank contents
	6

	Loss of Containment
	Disgruntled employee
	Insider  opens a valve and spills contents of tank outside the dike
	-Complete loss of contents resulting in employee injuries, major release to the community and environmental damage 
	-Background checks on all employees
-Procedure to respond  to spills
-Random site inspections


	14
	-Install CCTV to provide all views of tanks from the office
-Install remote shutoff valves
	6

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


Chart Courtesy of Center for Chemical Process Safety’s, “Guidelines for Analyzing and Managing the Security Vulnerabilities of Fixed Chemical Sites”, AIChE 2002, page 190.
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